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STANDARD OPERATING PROCEDURE FOR DATA SHARING AND DATA
PROCUREMENT

1. Requisition of Data by MARVEL

1.1. Purpose: MARVEL may request data from State Government Departments, offices,
or authorities thereunder for research and development purposes aimed at enhancing law
enforcement and security capabilities.

1.2. Requisition Submission: The Chief Executive Officer (CEO) of MARVEL shall
submit a formal requisition to the Home Department, Government of Maharashtra.

1.3. Requisition Details: The requisition shall include:

e Clear articulation of the purpose for which data is sought.

e Specific details regarding the nature, size, format, and intended use of the
requested data.

e Timeframe within which the data is required.

e Any specific data processing or analysis requirements.

1.4. Approval Process:

e The Home Department shall review the requisition and seek necessary approvals
from the relevant Department(s) of the State Government.

e In cases involving sensitive or confidential data, additional approvals may be
required from higher authorities, as per prevailing regulations.

e Such approvals shall be granted as soon as possible but not later than 15 days.

1.5. Data Provision:

e Upon approval, the authorized custodian of the data within the concerned
Department shall make the requested data available to the CEO of MARVEL.

e Data transfer shall occur through secure channels, such as encrypted storage
devices or secure file transfer protocols.

1.6. Data Usage Agreement:

e A formal data usage agreement shall be established between MARVEL and the
data-providing entity, outlining the terms and conditions of data usage,
confidentiality, security, and restrictions on further dissemination.

1.7. Data Anonymization:

e Personally Identifiable Information (PII) shall be anonymised or de-identified to
the extent possible before sharing with MARVEL, in compliance with data
protection and privacy laws.

2. Data Analysis Requests by Departments

2.1. Purpose: State Government Departments, authorities, or offices involved in law
enforcement may request MARVEL to analyze official data in their custody for research
and vigilance purposes.

2.2. Requisition Submission:

e Departments shall submit their requisitions to the Home Department.
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e Authorities or offices under a Department shall route their requisitions through
their respective administrative Department.

2.3. Requisition Details: The requisition shall include:

e C(lear articulation of the purpose of the data analysis and its relevance to law
enforcement objectives.

e Specific details regarding the nature, size, and format of the data to be analyzed.
e Desired outcomes or insights expected from the analysis.
2.4. Approval Process:

e The Home Department shall review the requisition and grant approval based on the
relevance of the analysis to law enforcement objectives and the availability of
MARVEL's resources.

e Such approvals shall be granted as soon as possible but not later than 15 days.
2.5. Data Sharing Mode:

o Data sharing for analysis shall occur through secure offline channels or similar to
MARVEL's data requisition process.

2.6. Analysis Results:

e MARVEL shall furnish a comprehensive report of the analysis results to the
requesting Department, including findings, insights, recommendations, and
relevant visualizations or statistical summaries.

2.7. Confidentiality:

o The analysis results shall be treated as confidential and shall not be shared with
unauthorized parties without prior approval from the Home Department.

2.8. Feedback and Iteration:

e The requesting Department shall provide feedback to MARVEL on the analysis
results, which can be used to refine future analyses or develop new research
questions.

3. Miscellaneous-

3.1. Correspondence: All correspondence between MARVEL and Home Department shall
be in digital mode.

3.2 Data Quality: Both MARVEL and the data-providing entities shall ensure the quality,
accuracy, and completeness of the shared data.

3.3. Data Security: Robust data security measures, including encryption, access controls,
and regular audits, shall be implemented to protect the confidentiality and integrity of the
data throughout the sharing and analysis process.

3.4. Legal Compliance: All data sharing and analysis activities shall comply with relevant
laws and regulations, including data protection and privacy laws.

3.5. Review and Update: This Standard Operating Procedure (SOP) shall be periodically
reviewed and updated to reflect changes in technology, data handling practices, and legal
requirements.
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